
COMPLETE CONTROL

Now that you’ve purchased a new Canon Color imageRUNNER 
or imageRUNNER ADVANCE system, controlling its user access 
is the first step toward maintaining high security and preventing 
potentially abusive color usage. 

The Canon Access Management System Plug-in allows you to  
configure users’ access rights on a feature-by-feature basis on 
your imageRUNNER or imageRUNNER ADVANCE system.

By using the Access Management System Plug-in, color printing  
is only available to those who require it. To further enhance  
document security on your imageRUNNER or imageRUNNER  
ADVANCE system, the Access Management System Plug-in  
can also restrict many frequently used features, such as access 
to web browsing, e-mail, and faxing. This is just one of the many 
unique features available.

BUILT-IN ROLES

The Access Management System Plug-in provides predefined 
roles for every business user: Administrator, Power User, Limited 
User, and Guest. Additional custom roles can be defined to work in 
conjunction with the predefined roles to fine-tune access control.

ENTERPRISE SCALABLE

Advantages of this Plug-in:

•	Track document output costs.

•	Offer charge-back capability with an accurate collection of 
billing data—on a per-project basis—for all your copies, 
prints, faxes, and scans.

•	Enforce document-level print restriction, discouraging the  
use of higher-cost machines and increasing overall security.

•	Quickly generate ROI reports.
•	Provide simple and efficient billing code management.
•	Chart the optimal deployment of Canon equipment.

Maintain high security and prevent  
abusive use behaviors

ACCESS  
MANAGEMENT 

SYSTEM 
 PLUG-IN

COPY

•	Color copying
•	Two-sided copies
•	Page layout

MAIL BOX

•	Print/color print
•	Two-sided printing
•	Page layout

SEND

•	Destination type
•	Specific address domains
•	Address book access
•	Device signature PDF

MEAP APPLICATIONS
Features for  
applications can be 
restricted separately

WEB ACCESS PRINT JOB
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ROI WITH CANON’S ACCESS MANAGEMENT SYSTEM

The ability to control enterprise-wide access to print, fax,  
and web features on your MFPs is a significant step toward  
controlling expenditures and maintaining security. The Access 
Management System Plug-in is a simple solution that can be  
implemented today to provide effective cost control and  
heightened confidentiality.

SYSTEM REQUIREMENTS

The Access Management System Plug-in must be used with  
imageWARE Enterprise Management Console and conforms  
to the same system requirements.

            ACCESS MANAGEMENT SYSTEM PLUG-IN

Pre-Defined Roles

imageRUNNER or imageRUNNER ADVANCE System
without Access Management System (Unprotected)

• No features are restricted.

• All employees can utilize all features of the device.

imageRUNNER or imageRUNNER ADVANCE System 
with Access Management System (Protected)

• Based on requirement, IT administrators create roles for all users
   on the imageRUNNER or imageRUNNER ADVANCE system. 

• All users must log-on to the imageRUNNER or imageRUNNER ADVANCE 
   system and, based on their role, certain features will be disabled.

Though he doesn’t 
need color printing/
copying, user has 
no restriction.

User can send 
unrestricted
e-mails and faxes.

User A

User B

User never prints 
two-sided 
documents.User C

A company contractor 
can use the custom 
MEAP application 
developed for 
employee use only.

User D

With the Access 
Management 
System, user can 
only print in
black and white.

For this user, e-mail 
and fax functions 
are restricted.

User A

User B

By default, all 
printing will be 
two-sided.

User now must 
utilize the Guest 
account; access to 
the MEAP application 
is prohibited.

User C

User D

Establish User List
and Groups

Assign roles to the
User List and Groups

Pre-Defined Roles
Admin
Power User
General
Limited
Guest

Custom Roles
No USB
Duplex only, no color

Use AMS Plug-in 
to push access
restrictions to 
devices

Active Directory

Retrieve User
List and 
Groups

imageWARE EMC + 
User Plug-in + 
AMS Plug-in

AMS Kit AMS Kit

AMS Kit AMS Kit

AMS Kit

Unprotected imageRUNNER
device without AMS
• No features are restricted.
• All employees can utilize all
   features of imageRUNNER 
   device.

Protected imageRUNNER device 
with AMS
• Based on requirement, IT 
   Admin easily creates roles for 
   all users on the imageRUNNER 
   devices. 
• All users must login to the
   imageRUNNER device and 
   based on their role, certain 
   features will be disabled.

User has no restriction on
color even though he 
does not need to print/
copy in color.User A

User B

User C

User C

By implementing AMS  
this user can only print in
black-and-white.

For this user, e-mail and
faxing are restricted.

User A

User B

By default, all printing 
will be 2-sided.

User C

This user now has to
ultilize the Guest account.
Access to the MEAP 
application is not allowed.User C

User can send unrestricted
e-mails and faxes.

User never utilizes 
2-sided functionality 
while printing.

A company contractor who
can utilize the custom
MEAP application that is
developed for use only.

on their role, certain features
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