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Symbols 

Text Styles 

Text that appears in this style is used for screen text that appears in the uniFLOW user interface and on 

user interface controls. 

Text that appears in this style is used for User entries on screen, text that the user actually has to type in. 

Text that appears in this style is used for hyperlinks to an external web page, or internal links to other pages 

of this manual. 

Text that appears in this style is used for code examples: XML code, variables or 

regular expressions. 

Pictograms 

 

Important note: Information that is crucial for the correct functioning of the uniFLOW 
software. 

 

External manual: Pointer to additional manuals for third party hardware or third party 
software. 

 

Region Specific Feature: In case some features of uniFLOW are not universally 
available, this icon will indicate it. 

 

Link to an external reference within the WWW. 

 

Detailed explanation of configuration settings or operational procedures. 

Screenshots, pictures and graphics 

This manual contains screenshots of the software, graphics explaining relations and pictures of products. All 

visuals are up-to-date at the time of writing. However, please note, that these visuals are subject to change. 
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1 uniFLOW & Therefore™ 

Integration of Therefore™ for Scanning 

uniFLOW provides the possibility to create scan workflows. A user can use the 

MomClient MEAP Applet on an MFP to scan pages and process them with a certain 

workflow in uniFLOW. It is possible to archive these scans into a Therefore™ category 

by using the workflow elements Select Therefore™ Category and Send to Therefore™. 

The Chapter Scanning 

http://www.nt-ware.com/mom/5.2/HTML/EN/index.htm#14786.htm in the uniFLOW 

v5.2 User Manual explains how scanning in uniFLOW works and how this is set up. 

There, you'll also find the sub-chapter Scan to SharePoint 

http://www.nt-ware.com/mom/5.2/HTML/EN/index.htm#14807.htm, which is similar 

to a Scan to Therefore™ workflow. The only difference here is that you have to 

exchange the respective SharePoint workflow element with the Select Therefore™ 

Category and the Send to Therefore™ workflow element. 

Requirements 

 Install the Therefore™ XML Web Service on the Therefore™ Server. 

 Install the Therefore™ Client on the uniFLOW Server and connect the Therefore™ 

client to the Therefore™ Server, i.e. configure the DCOM and the XML Web 

Service. 

uniFLOW Login Manager and Therefore™ 

uniFLOW and Therefore™ have developed the following features to provide joint 

optimum services for MFP users: 

Automatic Login to Therefore™ from uniFLOW (on page 2) 

The single sign on mechanism available with: 

 Therefore™ V6.2 SP 3 and 

 uniFLOW V5.0 or higher and also for RPS 

provides the facility of automatic login to Therefore™ after the user has been 

authenticated via the uniFLOW Login Manager. Users do not need to authenticate 

themselves twice, as was the case before: with uniFLOW, using their access control 

card for example, and then with Therefore™, entering their Windows Active Directory 

credentials, user name and password. Now users only have to identify themselves 

within uniFLOW, which automatically forwards their credentials to Therefore™. 

The functionality of entering new credentials via the uniFLOW Login Manager "on 

demand" and thus to teach uniFLOW's new users' credentials is the same as for the 

eCopy ID Services integration. For further information, please refer to Entering new 

http://www.nt-ware.com/mom/5.2/HTML/EN/index.htm#14786.htm
http://www.nt-ware.com/mom/5.2/HTML/EN/index.htm#14807.htm
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Logon Data via the Login Manger on the MFP (see "Entering new Logon Data via the 

Login Manager on the MFP" on page 5). 

Access to the Therefore™ repository using the Therefore™ MFP Connector 

The Therefore™ MFP Connector for uniFLOW V5.0 and Therefore™ V6.2 SP 3 allows 

users to access the Therefore™ repository. Users can browse through the Therefore™ 

repository at the MFP and from there, print or delete scans. 

 

 

1.1 Automatic Login to Therefore™ from uniFLOW 
 

1.1.1 Settings to be done in uniFLOW for Therefore™ 

Preparation 
 

 

For the integration of uniFLOW with the ThereforeTM MFP Connector you may have to 

manually register the file <Program Files>Common Files\NT-ware 

Shared\RSAEncrypt.dll depending on the installed Microsoft .NET Framework Version. 

To register this file, search for regasm.exe (for example: 

C:\windows\Microsoft.NET\Framework\v2.0.50727\regasm.exe). 

Afterwards, open a command shell and register the RSAEncrypt.dll with the following 

command: 

C:\Windows\Microsoft.NET\Framework\v2.0.50727\regasm.exe 

"<Program Files>Common Files\NT-ware Shared\RSAEncrypt.dll" 

Printer Configuration 

In uniFLOW a printer has to be configured for the relevant identification system that 

will be used (optionally microMIND or MIND plus uniFLOW Login Manager 

Identification). If you are unsure about the configuration, first use the respective 

wizard (for example Secure Output Printer with uniFLOW Login Manager) to create 

the printer and then edit it under Advanced printer configuration. 
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Password Encryption by RSA 

After identification of the user at the device via the uniFLOW Login Manager, 

uniFLOW forwards the password to the Therefore™ device RSA encrypted.  

Under Server configuration/General Settings/General/Therefore™ Integration the 

components of the Encryption Key need to be configured. 

 
 Modulus 

This RSA Public Key is stored centralized as ASCII hexadecimal representation. For 

further information on this public key, please refer to the Therefore™ manual 

"MFP Connector" which comes with Therefore™ V 6.2 SP 3. 

 Exponent 

This RSA Public Key is stored centralized as ASCII hexadecimal representation. For 

further information on this public key, please refer to the Therefore™ manual 

"MFP Connector" which comes with Therefore™ V 6.2 SP 3. 

Configuration of the uniFLOW Login Manager 

The uniFLOW Login Manager provides the following login types: 

1. Card Type Login 

2. PIN-Code Type Login 

3. Username/Password Type Login. 

All three login types offer the select box Check Credentials for eCopy/Therefore™ 

passthrough. If this has been selected, the user's credentials will be checked once the 

user tries to log on to the MFP,  locked by the uniFLOW Login Manager. If the user's 

credentials have been successfully validated on the uniFLOW server, this information is 

passed through to eCopy/Therefore™. The user is then automatically logged on to 

eCopy/Therefore™. 
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The Card Type Login is shown below as an example. 

 

For the rest of the configuration of the uniFLOW Login Manger and the used 

identification method please proceeed as described in uniFLOW Login Manager. 

User Configuration 

Other than uniFLOW, Therefore™ needs a Domain name for the user logon. In order to 

enable a simultaneous login to both uniFLOW and Therefore™, the domain name has 

to be available in uniFLOW as well. 

To achieve that, we have provided the Set Password window. For entering the domain 

name and password, please select the button Set User Password next to the Personal 

Folder entry field. Due to security reasons the password has to be entered by the users 

themselves. The domain name and the password  entered in this pop-up window will 

be passed to Therefore™ after a successful logon. Thus, it is ensured, after a logon to 

uniFLOW, that all the necessary data for the logon are available on the Therefore™ 

device as well. Users are then authenticated within uniFLOW and Therefore™ at the 

same time. In case certain data is missing, e. g. the user password, the fields of the 

Therefore™ Login will, at the least, be pre-populated with the data which is already 

available. 

In larger environments it would be quite time-consuming to enter the Domain name 

for every user separately. 

Using Windows Active Directory the domain name of every user can be read out. For 

that reason we recommend having the users' domain names imported from the Active 

Directory via LDAP. For more information concerning LDAP, please see User 

Configuration Possibilities in uniFLOW . 
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1.1.2 Entering new Logon Data via the Login Manager on the 
MFP 

If there are many users it is quite laborious for every user to walk up to the 

Administrator and enter the Domain name and/or the Password. To simplify the 

entering of new Login data, we have provided the possibility of entering the Login data 

via the uniFLOW Login Manager V2.0 or higher on the MFP as well. The advantage is 

obvious. No intervention of an administrator is necessary, users can enter their 

passwords "on demand". 

 
1. Having logged on with card or PIN number it is checked whether the user has valid 

credentials (passwords) in uniFLOW in order to allow a Domain Logon. 

2. Thereafter a screen for entering the logon details is displayed, where the user can 

enter data. If the domain name has been imported via LDAP the domain name will 

be pre-populated and only the password has to be entered. For security reasons it 

needs to be entered twice (Retype Password). 
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3. The entered data is checked. This may take a while. If the credentials are correct 

the logon process is completed and the user is logged on to the Therefore™ 

device. 

4. If the credentials are not correct, the password entry form is redisplayed in which 

the logon data can be entered once again. 

The users have to enter the logon data only once. The next time they identify 

themselves they will be logged on to the domain automatically. 

 
 

 

This login is not mandatory. It can also be skipped by pressing Skip, for example if a 

user only wants to copy. 

When the uniFLOW Login Manager V2.0 or higher is configured to check for 

Therefore™ user credentials on demand, the uniFLOW Server processes the following 

steps to check if the credentials are valid: 

1. If the computer, where the uniFLOW Server is installed on, is a member of the 

same domain as the user to check the credentials for, uniFLOW tries to 

temporarily logon the user to the local system. 

2. If this fails or the uniFLOW Server is not a member of the domain, uniFLOW tries 

to discover the Domain Controller by the NetBIOS domain name given by the 

uniFLOW Login Manager V2.0 front-end. If a Domain Controller is found, uniFLOW 

tries to authenticate the user against this Domain Controller. 

3. If this also fails, uniFLOW tries to authenticate the user against each LDAP 

connector configured in uniFLOW for user import. 

4. If none of the above has worked, the user's credentials are expected to be invalid. 
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