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Foreword

The Océ Remote Service Dashboard is the application that is used by a user of a Service
Organization to interact with a Customer’s remote connected device. One of the main goals of Océ
Remote Service is to support the Call Screener with current machine information during the call
screen process.

Océ Remote Service provides the following features:
¢ Remote Meter Reading
0 Remote Diagnostics
¢ Remote Diagnostics
¢ Remote Assistance
0 Supported by Teamviewer
¢ Remote Software Distribution
0 Software & Firmware Distribution
0 License Distribution
e Event Forwarding
o Remote Control
o0 Customer Dashboard
e Content Services
o Functional Logging
o Controller Configuration Backup

Océ Remote Service fully supports both Canon’s Direct and Indirect Service Channels. This document
describes how a Dealer can setup his Privacy Settings and use Océ Remote Service for all his
connected Devices.

Océ Remote Service also supports the Océ PRISMA Workflow Software Suite. The remote features
for these software products are:

« Remote License Update

« Condition-based (Maintenance License) Software Update

o Remote Assistance

The chapters from “Log on to Océ Remote Service” onwards follow the main menu classification in
Océ Remote Service Dashboard:
e Search
o Configuration Details
e Pending Data Requests
e  Administration
0 Meter Reads
0 Service and Support Settings

e Docs & Tools
o My Profile
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Océ Remote Service User Roles

User access to Océ Remote Service for Dealers is managed centrally in the Service Master Data
Portal of the supporting Canon Service Organization. There are three types of authorization levels for
Dealer Service Organization personnel in Océ Remote Service, namely:

e S&S User
o Fleet Manager
e Site Admin

The S&S User has the most basic role within the application. The user can search and interact with
the remote devices in the following way:

e Search for remote devices within the Service Organization Span of Control

e View Device Diagnostics Data;

Device Worklist, request Diagnostics Data from device

Configuration Settings,

Device Status

and Service History

e View other Remote Data;

Online Services,

Meter Reads, request Meter Reads from device

Pending Data Requests

Request and download Océ Remote Service Audit Log from device
0 Request and download Device Controller Backup

o Download Diagnostics Data for offline analysis with STAR Service Laptop Tools

e Remote Assistance

0]
(0]
0]
(0]

O ©0 O o

A Fleet Manager has next to above mentioned S&S User permissions the capability to register Shared
Service Partners and share individual devices with another Shared Service Partner. The Fleet
Manager can also assign Software Upgrade Packages (Firmware) for distribution to individual remote
connected Devices.

A Site Admin can in addition to the Fleet Managers decide to restrict Canon’s visibility over his site
and his subsidiaries. In addition the Site Admin can generate Meter Read Reports on site level.
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Log on to Océ Remote Service

Océ Remote Service Dashboard is an internet application. A user must get authorization to use the
Océ Remote Service Dashboard. User authorization is managed by your supporting direct service
organization.

The URL for Océ Remote Service is:

https://service.oce.com

The application prompts the user to enter his/her credentials in the logon screen. Océ Remote Service
verifies the given credentials first against the Service Master Data Portal. After login credentials are
verified Océ Remote Service will receive back his ORS application role and a list of service
organizations for which the user has access to.

Océ Remote Service

Login

Username

istatia@hotmail.com

Password

The user can login with his My Account user credentials.
Example:
John.Smith@dealer123.com
My account password

If you have forgotten your My account password:
1. Browse to http://global.oce.com
2. Click on the My Account link on the bottom of the website
3. Subsequently click on the link “Login to your Océ account”
4. Click on the link “Click here to get a new password” and follow the instructions.
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Search

To Search for a configuration the following fields are available:
e Service Organization Dropdown box
e Host name (Computer name of product on the network of the customer)
e Configuration Type
e Serial Number

Océ Remote Service
Home Pending data requests Administration~ Docs & Tools My profile

Search configurations

Service Organization [ Host name

Configuration type 1 Serial number

The search query is performed based on the search method ‘Contains’.

For example a query based on:
Serial Number: 0,
will search on any serial number containing the number 0.
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A search result may look like this:

Océ Remote Service
Home Pending data requests Administration - Docs & Tools My profile

Search configurations

Service Organization I~ Host name
Configuration type Serial number
Configuration type @ Serial number @ Hostname & ORStype @ Last heartheat ]
498000129 OceDevice ORS-P 24-4-2015 14:56:44

900230121 DL-AT-2-2 ORS-P 24-4-201514:57:28

Results will be displayed in Black, Red or Blue.

Black - an active device — heartbeat signal is very recent

Blue - device has sent a disabled message on the heartbeat signal — device in sleep mode
Red - device has been deactivated by ORS because it has not received a heartbeat from the
device in more than 5 days.

Available result fields:

e Service Organization (optional if you service multiple service organizations)

e Configuration type — is the name that the machine is identifying itself with on ORS

e Serial Number

e Host Name — how the device is identified on the customer network

o ORS Type — type of remote connected system

0 ORS-P - Océ Product registered in ORS

0 ORS-L — Océ Licensed Software products
Last Heartbeat — machine dials in every 5 minutes to check for open requests or to report
internal events back to Océ Remote Service.

If you cannot find your device but you are sure that the machine is connected to Océ Remote Service
please contact your Canon Service Organization to help you find the device in Océ Remote Service or
visit the machine and set the correct Service Organization ID of your Service Organization in the
device.
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Configuration Details for Hardware Products

In the Configuration Details page all the available information regarding the device is combined and
presented to the user. The information is grouped under three main categories:

e General Information

o Diagnostics Data

e Remote Data

e Under General Information the following data is depicted:
e Customer Information (no info available for dealers)
o Device Information

e Under Diagnostics Data you will find the following Tabs:
o  Worklist
o Configuration Settings
¢ Device Status
e History (optional for some Products)

e Under Remote Data you will find the following Tabs depending on your ORS Role assignment:
o Online Services
« Alert Snapshot
« Meter Readings
« Call Details (only for NSO’s with OCS back office link)
o ORS Auditlog
« Software
« Transaction Log
« Settings Administration
« Controller Backup
« Pending Data Requests

To access the Configuration Details of a remote connected device on the ORS Dashboard search for
the device in ORS Dashboard and in the results grid double click on the desired configuration. See
previous chapter for Search instructions. Once found double click on the configuration row or select
and click Next to go to the Configuration Details Page.
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Configuration Details Page

¢ The Configuration Details Page Topology
— General Information
— Main Categories
¢ Diagnostics Data
¢ Remote Data
¢ Information Tabs
— Control Bar

Océ Remote Service
—
océ
Home Search Pending data requests Administration- Docs & Tools My profile iy
Configuration details
General information
Customer information Device information

Mot available Configuration type

Serial number: 49
Host name: OceDevice General Infoermation
First connect: 23-4-2015 17:15:21

Last connect: 24-4-2015 14:
Last heartbeat: 24-4-2015 14:36:
ORS type: ORS-P

AutoLink version: 1.4

Diagnostic data Main Categories Remote data
w Date sent: 10-3-2015 20:20:00 / Type: DRS request / IT system Diagnos[ics Data Selector
Worklist | Configuration sertings  Device status Information. Tabs
- 0 & Control,Bar

No worklist available

Previous

¢ Inthe General Information section the status of the device is shown
— Isit still connected and active?
— How recent is the Diagnostics Data in relation to the Call Date Time
— Customer Information (never available for dealers)

¢ From the main Categories you can access the Information Tabs for more detailed information on
the device

« Diagnostics Data Selector enables you to search through the diagnostics data archive of a device
and select the right data package for viewing and consulting purposes. By default the last received
data package is preselected when you access the configuration details page the first time.

« Different Controls are presented to the user depending on the selected Information Tab.
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Dashboard Controls

Configuration Details

General Information .

Click on the arrow ~ or double click on the gray bar to toggle the Main Info section. In this way the view
on the Information Tabs is extended.

'S
B

Refresh

This button prompts the Dashboard to request the most recent call information available for that
configuration in the OOS/OSlIplus back-office systems or refresh the different tabs most recent
received data from the device.

@R

Request Meter Reads
Creates a new request in ORS for the Meter Reads for that specific machine (*)*.

Meter Reads Export to CSV

D«

Show or Hide previous reads:

i

Request Diagnostics Data Dump
Creates a new Diagnostics Data Request in ORS for that specific machine (*).

[ ]
)

Download Diagnostics Data Dump
Allows the data package to be downloaded locally for further analysis with the STAR tooling.

* (*) These request controls become inactive if there is already a pending request available. These controls become active again if the machine
complies with the request or if the request expires
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O

Request ORS Audit Log
Creates a new request in ORS for the ORS Audit Logs for that specific machine (¥)°.

A

Request Alert Profile

This icon becomes active only when a new Alert Subscription Profile becomes available and the
device has not already received it through the automatic update process. This icon will create an Alert
Profile Update Request for this device (*).

— O RDP O VPN —
or
Remote Assistance® for Teamviewer Remote Assistance for Fastviewer or OpenVPN

Only for Teamviewer enabled devices
e RDP - launches a Remote Desktop session request to the controller of the device
e VPN —launches a point to point connection to the device enabling the call screener to launch
the Express Web Tools/Settings Editor

Remote Software Upgrade Controls:

Revoke:

+

Upgrade:

=)

(Un) Fix (Version) Save:

O

Get Online Services Site Admin Data setup by the customer for Mobile Alerting.

2 (*) These Controls become inactive if there is already a pending request available. These Controls become active again after the Device fulfills
the request or if the request becomes expired.
® Remote Assistance button are grayed out when pressed and become active again after the screen is refreshed.
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Information Tabs

The Dashboard will provide the following information tabs depending on role access rights:
o Diagnostics Data

Worklist
Configuration settings
Device Status

History

0 Remote Data

These information Tabs

Online Services
Alerts Snapshot
Meter Readings
Management Information (in case of connection with Region CRM system)
Call Details (in case of connection with Region CRM system)
ORS Audit Log
Software
Settings Administration
e Change Service Organization of Product
e Twin Tower (for CSO3XXXX family)
Controller Backup
Transaction Log
Pending Data Requests

are grouped under two main categories: Diagnostics Data and Remote Data

By default the Diagnostics Data Tab is pre-selected to disclose the Worklist, Configuration Settings,

Device Status and History Tab. To view the other remaining Information Tabs click first on the Remote

Data Tab.

Diagnostics Data

Worklist

In this tab the same worklist representation is used as though being physically connected to the
machine with the technician laptop. The worklist that is displayed is generated by combining the
incoming datalog and logbook using a statistical error analysis algorithm over the data. Newer Océ
devices can generate the worklist internally and send it as part of the diagnostics data package.
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Diagnostic Data Remote Data

¥ Date Sen

Worklist

< O

Ee

SEA Error
06202 em/printer (MORPE) TTF spiral cleaners full, overflow detected (4x) (SEA)
06562 em/printer (MRE) Secondary TTF sheetcleaner setup position error (1x) (SEA)

06582 em/printer (MRE) Secondary TTF belt X-pasition errar (16x) (SEA)

MNon SEA Error
13902 em/printer (WAR) PEMNPRMO 13M56 speed error (1x) (tbIWAR)

14926 em/printer (WAR) REGXCORMO1 14M1 speed error (1x) (tbIWAR)

PM
Replace the preheat 1 + 2 rolls
Replace the preheat 3 ralis

Replace the separation clutch of paper tray 3 (PIM1)

Quality

Image quality check (sw 2.x)

Configuration Settings

A visual representation of all machine configuration settings; represented in txt or html format
depending on the device type.
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Diagnostic Data Remote Data

/ Type: DRS Request / IT System: DRS Scheduler

Configuration Settings

c 0 &

Data log created on: 2015-01-22 12:10:09
System Type: VarioPrint 6320 5.5.8.0
Serial: 700111151

Settings from the current snapshot

ISettings editor location Setting Value

Preferences > System settings > Printer settings Extended warm-up Off

Preferences > System settings » Regional settings Date and time 18an-2015 18:49:45
Time zone (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Steckholm, Vienna
Region Rest of the World
System of measurement Metric

Preferences > System settings > Printing workflows LPD Receive, then print while RIP Is in progress
SME Receive, then print while RIP is in progress
Sockst printing Streaming
Subset size for error recovery 130
Hotfolder enabled Yes
Hotfolder user name oce
Processing order of hotfalder Alphabetical

Preferences > System seftings > Job management Job MIB enabled No

preferences > System settings > Accessibility Mouse activated Ooff

Output location for intermediate  System output

Preferences > System settings > Basic
¥ & check prints

Trailer page enabled Nao

Banner page enabled Mo

Output location of unused cyclic  Stacker

media il

Device Status

Depending on the type of device additional diagnostics data views are generated by Océ Remote
Service. These extended views on the data can be found under the Device Status Tab. The following
views are available:

e Control Parameters

o KOM Replacements

e Replacements

e Settings Changed

e Show all Errors

e Show All Lifetime Counters

e Show All Usage Counters

e Show Modifications

page Océ Remote Service Dashboard for Dealers

15/42 version 2.5.0



R4 - Public

Diagnostic Data

pe: DRS Request /I Scheduler

Device Status

cantrollerparams v

Data log created on: 2015-01-22 12:10:09
System Type: VarioPrint 6320 5.5.8.0
Serial: 700111151

Controller parameters in the current snapshot

Value
umber Print Engine 700111151
Spiral cleaner replacement threshold (kSheet) 50
STAR Configuration type 4
Large size counted as medium size 0

Duplex counted as simplex a
MNumber of paper input modules 2
External Finisher Type 4]
Number of High Capacity Stackers o
Roll Feeder Input Module 1

1

1

Paper ing Module

MNumber of High Capacity Stackers 2

Print Protector Moy (4]

Processor speed [MHz] 2194

Harddisk size 1 (capacity of pdl, bitmap, system and transaction disks) [GB] 400.76; 465.74; 16.00; 5.00
Harddisk size 2 (free space of pdl, bitmap, system and transaction disks) [GB] .39; 12.11; 4.67
Memory size {capacity) [MB] 2038.00

Main Software Version 5.5.8.0

Printer Software Version 5.42.6.0

Display Driver Version (4}

Controller Soffware Version 12.732.54.46 =

History

Devices that can generate their own Worklist are also capable of generating a Logbook view that will
be displayed in Océ Remote Service. [This functionality will be extended in due time to the older Océ
devices.]
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Diagnostic Data Remote Dats

~ Date Sent: 16-1-2015 16:03:15 / Type: DRS Request / IT System: DRS Dashboard

History

B77Z ¥ | next | last

General

Start Datetime: 8-1-2015 08:05 Total Counter: 4711063 Technician SOID: tech_scid
End Datetime : 8-1-2015 08:12 Since last visit: NaN TechnicianID  :  tech_id
Problems

Prablem Description Action  Remark

Test of ADAM alfa 2 on LM2B by Ihh "  Tested alfa version, final version is different

second problem; machine does not run "  Machine still not running (test)

Errors and Warnings

Error Code  MRI Type Reason Description Quantity Action Remark

11504 I1system/controller  MRE SEA Software Failure E & Test: send trace file to R&D

11904 IIsystem/controlier  Warning SEA Software Warning 1

11529 Hsystem/controller  Warning  SEA Uncontrolled Shutdown 2 &' Result of customer behavior

22901 I1system/printer Warning  SEA USB configuration file present 4 & Warning will disappear in final software.

Remote Data

Online Services

This Tab enables Service and Support Personnel to troubleshoot calls related to Remote Control
(Mobile Alerting) from within the Océ Remote Service Dashboard.

Remote data

Online services

requests

Q
(]

Cloud device GUID f4d005af-c0b4-4cfd-aab4-023f626f9180

Status ADJUSTING
Received 3112007 12110
page Océ Remote Service Dashboard for Dealers
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In the Status section the Remote Control Connection Status between the machine and the Remote
Control Web Site is displayed. The following status icons can be presented:

1. Remote Control Enabled on Device & Registered in the Cloud B — a
2. Remote Control Enabled on Device & Not Registered in the Cloud g — a
3. Remote Control Enabled on Device & Deleted in the Cloud Q ’ .

4. No Communication between ORS and the Cloud possible Q * .

In case Icon 2 is displayed the System Administrator of the device must register the device first on his
Remote Control Web Site.

When Icon 3 is displayed the device was removed from the Notification List on his remote Control
Web Site.

When there is no communication between Océ Remote Service and the Remote Control Cloud Web
Site (Icon 4), Océ Remote Service will not be able to deliver the Remote Control (Mobile Alerts)
payload.

In addition the information about the Last Received Remote Control Data Payload from the Device to
ORS is also displayed

o Description of the Alert

o Date/Time of occurrence of the Alert

O

Button Get Online Services Site Admin Data.

In order to troubleshoot questions related to the Remote Control Cloud Web Site Configuration the
Service user can click on the button Get Site Admin Data. The following information will be
downloaded from the Remote Control Web Site:

e Site Admin email address for verification purposes

o Registered printers (Host name \ Serial Number \ Commercial Name)

o Registered operators by email address

o Type of mobile phone per operator

e App version installed per phone

« Monitored devices per operator

e Mute Setting (per device) per operator

o Last Received Alert of the referenced device in Océ Remote Service including the time stamp of
the Alert

page Océ Remote Service Dashboard for Dealers
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Alert Snapshot

The Direct Service Organizations can subscribe to receive Alerts (error or status change) notifications
from the device. These Alerts are displayed in this tab including the Alert Actions that belong to the
Alert.

Alert Actions are the advice or routing criteria that Océ or Canon gives for when a certain event takes
place on the machine. In the example below a permanent error occurs on the machine and the routing
criterion specifies that a corrective maintenance call should be created with a certain parts advice.

agnostic Data Remote Data

Alert Snapshot o Trans g Settings
Functional Logging
7~
L ¥
Snapshot date: 22-1-2015 15:25:24
Type ® Code @ Description @ Davice Alert info ®
» | PE 11111 Controller cannot switch ON the Scan Engine Controller Scanner Com Failure

No machines states available

Meter Reads

In this tab the last Meter Reads received from the device are displayed by default. By clicking on the
button Show or Hide Previous Reads counters up to 30 days back are shown.

Diagnostic Data Remote Data

Alert Snapshot Meter Reads Management Information ORS Audit Log Transaction Log Back Offi

~~ S
< @& D.
Read Date | Device  Serial Total (A) | Print/Scan Black/White Print/Scan Black/White Print/Scan Black/White large | Print/Scan Black/White large
Type Number medium size simplex () medium size duplex (K) size simplex (L) size duplex (M)
22-1-2015 N
S VP6200 | 700110428 | 91811180 | 13072 45642266 60 128364
21-1-2015 . _ -
VP6200 700110428 | 91776308 13072 45624830 60 128364
13:20:43
20-1-2015
VP6200 | 700110428 | 91672603 12701 45573163 60 128364
13:24:24
19-1-2015
VP6200 | 700110428 | 91575305 | 12701 45524514 60 128364
08:49:02
1812015 | | [E— - "
VP6200 700110428 91467403 1270 45470563 80 128364
13:24:37
VP6200 700110428 | 91440941 12701 45457332 60 128364
VPG200 | 700110428 | 91425547 | 12565 45449703 60 128364
VP6200 700110428 | 91339689 12565 45406774 60 128364
VPE200 | 700110428 | 91264509 | 12565 45365229 60 128364

VP6200 | 700110428 @ 91178435 | 12565 45326147 60 128354
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ORS Audit Log

e« The ORS Audit log contains useful information for when it is necessary to troubleshoot
communication between the machine with ORS plug-in, ORS Server and Océ back-office.

e After the device complies with the request, the ORS Audit log can be downloaded from this
page for further analysis.

Diagnostic Data Remote Data

Alert Snapshot Meter Reads Management Information ORS Audit Log Transaction Log Back Offi

~
c O &
The most recent ORS Audit Log was received on: 22-1-2015 15:43:09

You can download the latest ORS Audit Log

Software

In this Tab the role Site Admin or Software Manager can determine the software distribution policy that
applies for this specific device. Possible distribution policies are:
e Automatic Update - always announces automatically the newest software package to
the device
e Fixed (to current version)
e Publish to - manual assignment of one of the available software versions

Diagnostic Data Remate Data

Q

Current Version 1.2.0.102 Newer version(s) available

Automatic Publication
Fixed

Publish To Please selact v

To change from Automatic Update to Fixed first uncheck Automatic Update, check fixed and click on
Save.
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If you want to manually assign a new software version to a device remove either the Automatic Update
or Fixed checkbox, Click on Save. And subsequently use the dropdown box to select the desired
software version. Click on the Upgrade button. Now a software request is immediately created for that
device. When the device polls or reconnects to the back-office it will download the upgrade instruction
set belonging to the software version.

A choice can be made to Revoke a pending Software Update Request. This only applies when the
machine has not yet installed the software version for which the Software Update Request was
originally created. Once a machine has installed a certain version and service or the customer wants
to downgrade to a previous version a visit must be scheduled for a FST to manually downgrade the
system.

Transaction Log

All data transactions concerning the device and the Océ Remote Service back office are logged in the
database. This tab shows all transactions for that device that have occurred by default within the last
working day. With date picker other date ranges can be selected. The transaction data can be up to 30
days old. After 30 days the transaction data is automatically cleaned up.
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Diagnostic Data

ORS_UPDATE

ORS_UPDATE

DEV_REQ_DD_WORKLIST

DEV_REQ_DD_LOGBOOK_MACHINE

DEV_REQ_DD_VIEWS

DEV_REQ_DD_ATTACHMENT

DEV_REQ_DD_KOSSAS

DEV_REQ_DD_DATADUMP

Remote Data

Alert Snapshot r Reads ORS Audi ftware | Transaction Log
~
L=
Date From 21.1.2015 Date To 22.1-2015
Type (@ Linked @ Time (@ Description )
22-1-2015 )
ORS_RESPONSE_ALERT_PROCESSED A Ors Alert Profile Snapshat processed.
22-1-2015
‘ORS_RESPONSE_ALERT_RECEIVED 15:01:38 Ors Alert Profile Snapshot received.

Ors updated, device CONNECTED: [GUID=d332287b-1be5-419c-8184-
8415f3641b97, MacAddress=00032D24CFES, DeviceType=VP6320,
SerialNumber=700220181, RemotePluginVersion=15.6.96.101].

22-1-2015
T=n Ors updated by processing ResponseConnectOrs.|D = ‘7456893, [Opco=NL]
22-1-2015 Diagnestic data processing: Worklist created with logbook retrieved from
11:06:56 Machine.
22-1-2015 .
Diagnastic data processing: Logbook machine retrieved.
11:08:54
22-1-2015
Diagnostic data processing; Datalog views created.
11:06:54
22-1-2015
Diagnostic data processing: Attachment stored.
11:06:54
22-1-2015 % 5
——— Diagnostic data processing: Kossas settings stored (retrieved from datalog)
22-1-2015
A ToeA Diagnostic data processing: Datadump (Datalog) stored.

Settings Administration

The Settings Administration Tab contains some parameters that can be set in a manual way that

specific (type of) device

The Set Service Partner setting will allow an authorized user to share the device with a Pre-Registered

Service Partner or with Canon.

Diagnostic data

pshot  Meter readings ORS audit log

Set shared service partner

Dealer E-1

Share with Canen (7]

Remote data

Settings Administration Controller backup

Pending data requests
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Twin Tower Manual Assignment
This setting allows the Colorstream Twin Towers with their own separate remote connection to be

paired together in the Remote Service Dashboard.

Select the Twin based on serial number:

Remote Data

Alert Snapshot  Meter Reads  Management Information  ORSAuditlog  Transaction Log | Back Office Settings
=% |0

s || —

Configuration Type CS037XXT1

Twin CS037:0(T2 - 15545 v

Click on the link button to save the twin relationship:

Diagnostic Data Remaote Data

Alert Snapshot Meter Reads Management Information ORS Audit Log Transaction Log Back Office Settings
~ —_— (e @
K | — | 7V

Configuration Type CSO37XXT1

T CSO37XXT2 - 15545 B

Controller Backup

Some devices support the request and upload of the controller backup.

Diagnostic Data Remote Data

Alert Snapshot Meter Reads ORS Audit Log ~ Transaction Log Back Controller Backup

e I —]

~ H

No Controller Backup available

Click on the Request Controller Backup button and after the device picks up the request it will send in
its controller backup.
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Remote Data

A n Meter Read ORS Auditlog  Transactionlog  Back Office Settings | Controller Backup
~ —_—
o H
Received Date Size (KB)
22-1-2015 16:04:56 509

Select the backup by its date tag and click on the Download button to download the controller backup
locally. It can be used to restore the controller at the customer in case of a crash.

Functional Logging

Functional Logging is a functionality reserved for Canon R&D to enable the devices that support this
functionality to send their functional logs to the back office. This data can be used in case of
escalations to analyze a specific problem within one machine.

Diagnostic Data Remote Data (Service Control Station) -

Functional Logging

Status Active

Server 169.254.42.142 v
Interval (minutes) b :
Relevant Days a :
Start Date 22-12-2014
Stop Date 22:8-2017
Location /mnt/nfs/logging/

9¢7b60f4-3b21-498a-be

Click on the Start button to send the Start Functional Logging Request to the device.

The parameters for functional logging can be adjusted and resubmitted to the device or the process
can be stopped when sufficient information has been gathered.
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Pending Data Request Device

This Tab enables a user to see in a quick glance what the outstanding requests are for that particular
device.

ostic data Remore data

Pending data requests

<= O

Request type ® ORS type ®)| Creation time ® Expiration time ®| Stats

Start Logging Synchronization | Controller 18-11-2016 16:09:30 18-11-2016 16:39:30 New DRS Dashboard

18-11-2016 1¢€ New DRS Dashboard

Retrieve Backup Controller 18-11-2016 16:00:15

ORS Audit log Controller 18-11-2016 1

18-11-20161
18-11-201

New DRS Dashbeard

Meter reads Controller 18-11-20 18-11-2016 16:1 New DRS Dashboard

Diagnostic data Controller 18-11-2016 16:08:56 18-11-2016 16:08:56 18-11-2016 16:18:56 New DRS Dashboard

T oobEx e

Click on the Show or Hide Closed Requests button to view previous processed requests for the past
24 hours.
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Configuration Details for Software Products

In the Configuration Details for a software product all available information regarding the licensed
product is combined and presented to the user. The information is grouped under three main
categories:

e Other Licensed Configurations

e General Information

e Remote Data

Océ Remote Service

Home  Search  Pendingdatarequests  Adminisraion=  Docs&Tools My profile
S—

Configuration details

Orher licensed configurations

Host name @ First connect @] Last heartbeat @
W5052259 8-4-2015 12:46:37 28-4-2015 16:36:10
R onlcE
General information =
Customer information Device information License information
Not available Configuration type: Pprepare Mumber: BUCVD19667
Host name: W5050228 Creation date: 24-4-2015 19:06:24
First connect: 17-4-2015 15:44:50 Maintenance renewal date: 21-4-2016 00:00:00
Last connect: 28-4-2015 08:13:52 Update date: 28-2-2015 09:12:51
Last heartbeat: 28-4-2015 16:33:51
ORS type: ORS-L

Autolink version: 1.4

Remate data

ORS auditlog | Software = Back Office settings

~~

- D%
Current version 6.2.0.0 Newer version/versions available
Automatic publication -
Fixed
Publish to Selact =

Previous

e Under the Other Licensed Configurations section other instances of that software product are
grouped by hostname. Each software instance must in this case have the same serial number
(International License Management System License Number).

e Under General Information the following data is displayed:
e Customer Information
e Device (Software) Information
e License Information
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In the License Information section the most important information about the product’s license is
displayed. When International License Management System created/send the license to ORS, when
the maintenance agreement expires and when the Océ Remote Service instance downloaded the
license file from Océ Remote Service.

e Under Remote Data the following Information Tabs are depicted depending on your Océ Remote
Service Role assignment
« Océ Remote Service Audit Log
« Software
« Transaction Log
« Settings Administration

Information Tabs

Océ Remote Service Audit Log

The Océ Remote Service Audit log allows useful information to be retrieved from the software instance
for when it is necessary to troubleshoot communication between the software instance with the Océ
Remote Service plug-in, Océ Remote Service Server and Océ back-office.

After the software instance complies with the request, the Océ Remote Service Audit log can be
downloaded from this page for further analysis.

Software

Depending on your Océ Remote Service access role the information displayed in this tab may be
displayed read-only. In case of a Site Admin or Software Manager Role interaction with the product is
allowed through the Dashboard Controls.

The role Site Admin or Software Manager can determine the software distribution policy that applies
for this specific software instance. Possible distribution policies are:
e Automatic Update - always announces automatically the newest software package to
the device — this is the recommended setting for Software products
e Fixed (to current version)
e Publish to - manual assignment of one of the available software versions

Software Tab Controls:

Revoke:

*

Upgrade:

=

(Un) Fix (Version) Save:
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When a license is available this button is enabled — License Renewal:
Use this button to create a License Update Request for that specific Océ Remote Service instance.
The most recent license file will be transferred to the software instance.

Transaction Log

All data transactions concerning the software instance and the Océ Remote Service back office are
logged in the database. This tab shows all transactions for that remote instance that have occurred by
default within the last working day. With date picker other date ranges can be selected up to 30 days
back. Transaction data older than 30 days is automatically purged.

Settings Administration
The Settings Administration Tab allows a Software Instance for a Product to be shared with another
Shared Service Partner.

All other Software Instances that are connecting with the same License Serial number will not
automatically be shared to the newly defined service organization.

page Océ Remote Service Dashboard for Dealers

28/42 version 2.5.0



R4 - Public

Remote Assistance

General Information

Teamviewer is the main remote client used to connect remotely to Océ devices. For Continuous Feed
Devices, Fastviewer may be used instead of Teamviewer.

For Linux based controllers OpenVPN will be used to establish remote connection. In case of Linux no
Teamviewer support is available.

The Océ Remote Service Dashboard will always take care of selecting the correct remote connection
client when establishing a remote assistance session.

Prerequisites:

e Teamviewer client must be installed on local PC and the Teamviewer VPN driver must be
enabled. Teamviewer is present in most of the Océ built devices

e OpenVPN client must be installed on local PC. OpenVPN is used in CW600 Linux based
controllers.

e Fastviewer a small executable is downloaded to the local PC when connection is made with a
PPP CP device.

e Local Proxy settings for your browser must be set to by-pass the proxy server for all traffic on
the 7.*.** subnet.

Note: Installation instructions for OpenVPN can be found under the Docs & Tools section on the Océ Remote Service
Dashboard.

Teamviewer Installation Procedure

Install Teamviewer by selecting the ‘Advanced settings’ in the Install Shield.
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=
B TeamViewsr 5 Setup lil_lg

Welcome to TeamViewer a

Remote support, access to own computer, meetings, presentations

Choose if you want to remote access this computer later,

(@ Install TeamViewer will be installad on this computer.

TeamViewer is executed without installation.
This does not reguire administrative privileges,

6.0.12879

-
a TeamViewer & Setup lil_lg

Choose installation type
Select if you want to access this computer later. a

Do you later want to remote access the computer you are installing TeamViewer on at the
moment?

(defauit}
Qutgoing and incoming connection from and to this computer are possible. For incoming
connections you need to start Teamviewer and tell your partner the random password (it
changes with every start of TeamViewer).

" Yes
After installation a wizard will help you to setup TeamViewer that you can access it
anytime from anywhere, Youll set a predefined password and this computer will be
available with TeamViewer even before windows logon.

Note: You can change this setting later at any time,

[ < Back ][ Next > ][ Cancel ]

Do NOT install direct remote access to your workstation.
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i TeamViewer & Setu lil_lg
=

Access Control
Please select the Access Control mode a

partner gains full access to your PC when connected.

") Confirm all

‘fou have to confirm all TeamViewer actions on the local computer.

[ <Back || dewt> | [ cancel |

b

It doesn’t matter which option you chose in this screen as long as you have chosen No on the
previous screen.

=

B TeamViewsr  Setup l = g
Install VPN adapter

Select whether TeamViewer VPN should be installed. a

WPIN:

With TeamViewer VPN you can spontaneously create a Virtual Private Network
between this and other computers involved.
To create a VPM connection TeamViewer WPN has to be installed on all computers.

TeamViewer VPN is not required for giving remote support or presentations with
Team\iewer.

[ <Back || Mext> | [ cancel |

b

Install the TeamViewer VPN adapter in order to remotely use the Express Web Tools or Settings
Editor of the device.

page Océ Remote Service Dashboard for Dealers

31/42 version 2.5.0



R4 - Public

F 7 e
& TeamViewer 6 Setup l = | —&J
Choose Install Location
Choose the folder in which to install TeamViewer 6. a

Setup will install TeamViewer & in the following folder. To install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder

Browse...
Space required: 3.5MB
Space available: 132.8GB
< Back ” Next > ] [ Cancel

b

Click on Next.

After Installation:
e Configure Proxy information if required by your local IT organization.
o Verify with your local IT organization that your IE browser is setup to by-pass the proxy server
for IP traffic on the 7.*.*.* range or else Teamviewer VPN will not functional correctly.
e Purchase a license with Teamviewer and activate the license.

Note: do not use the free license of Teamviewer because it will launch popup advertisements on the
controller that can cause hang-ups for your customer.

Setting up a Remote Assistance VPN Teamviewer Session
Request your customer to enable Remote Assistance on the control panel of the device or in the
express web tools

As soon as Remote Assistance is enabled on the device the Teamviewer icon on the Océ Remote
Service Dashboard becomes enabled.

—» = ORDP O VPN

Choose how to connect to the remote device and click on.
« VPN
Click on the active Remote Assistance Icon and the remoteassistance.exe download window appears
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In Internet Explorer click on Run (Two times)

This executable has a life time of 1 minutes; after 1 minutes it doesn’t work anymore.
The executable is also personalized and only runs under the User ID that is logged on the Océ
Remote Service Dashboard.

i = = N
Qe e e

With VPN you can connect your partner via his/her IP. This gives you the chance to access
your partner with all programs instead of just TeamViewer.

For more information on VPN visit http:/fwww. teamviewer.com

Active VPN connection:  |974 376 344

2.75.211.126
7.181.113,135

84kB [ 122kB

Actions

There are two possibilities of using VPN, One possible use is that you can access
your partner via the windows explorer like any other PC in your LAN.
The test ping is for testing the speed and stability of the connection

[ share fies via Explorer

Copy and paste the partner IP address into a new browser session to get access to the Web Settings
Panel / Express Web Tools. When using Internet Explorer it is required to close all open browser
sessions first because sometimes |IE does not recognize that the Teamviewer VPN adapter has
become active.

Additionally, it is possible to ping the device and/or send jobs via lpr:

Ping:
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e

B C\Windows\system32iemd.exe

Microsoft Windows [Uersion 6.1.76H11
[ICopyright (c>» 2009 Microsoft Corporation. All rights reserved.

jIC:s\Users eklorping 7.215.25.218

inging ?7.215.25.218 with 32 bytes of data:

Reply from 7.215.25_.218: hytes=32 time=13Bms TTL=128
eply from 7.215.25.218: bytes=32 time=4ims TIL=128
Reply from 7.215.25.218: hytes=32 time=46ms TTL=128
eply from ?.215.25.218: bytes=32 time=4Zms TIL=128

ing statistics for 7.215.25.218:
Packetsz: Sent = 4. Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli—seconds:
Hinimum = 4ims, Maximum = 13@ms, Average = bdms

IC:s\Uzserseklor

Submit jobs via LPR:

-
B C\Windows'system32\cmd.exe

c:“\WorkareasPrint jobs>1lpr -8 7.215.25.218 -FP lp Garmin_EdgebB5_ OuwnersManual.pdf

sWorkareasPrint johs >

To close the VPN session, click in the VPN-Teamviewer window on the Close Connection button.
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Setting up a Remote Assistance RDP Teamviewer Session

e Download and run the executable
¢ Inthe password dialog (sometimes hidden under the browser), enter: “Ors_495954" and
continue.

If all OK, you should now be connected remotely to the device:

@ T =
[ 211 505 992 - Team\Viewer -ﬂﬂ_&
Ex press webT x f' Actions ¥ © View v -.f AudioVideo * I’g File transfer XX Extras v =
oA
Scanner accounting preferences Configuration e
=] " £y
&5 Jobs - Queue "} Open Smart Inbox
p]
B =
lob name Job owner Reprodesk
i1
Print all
Status Job name Job owner Time created
I i€ Reprodesk 25 Mar 2013 14:02:25
(m Reprodesk 25 Mar 2013 14:01:14
L8 Reprodesk 25 Mar 2013 13:30:44
| Reprodesk 25 Mar 2013 13:19:00
r Reprodesk 25 Mar 2013 13:17:12
| W Reprodesk 25 Mar 2013 12:41:38
I Reprodesk 25 Mar 2013 12:34:07
1 | m} Reprodesk 25 Mar 2013 08:34:10
r Reprodesk 25 Mar 2013 08:29:34
| Reprodesk 25 Mar 2013 08:28:12
I Reprodesk 25 Mar 2013 08:18:53
r Reprodesk 22 Mar 2013 15:43:36
r Reprodesk 21 Mar 2013 11:39:18
r 59 Mar 9013 11:97-%
-
= List view | —! Group
dja
4 System

On the device, a popup window from TeamViewer is visible that shows:
e The name of the user that is logged in on that side
¢ And the TeamViewer ID of the computer that is connected to this device

When RDP is selected for the PW900 — you will need to first log-out the anonymous user and login
with the oceservice account to get access to the desktop of the controller. To do this from the
Teamviewer menu-bar click on Actions — Ctrl+Alt+Del.

From the Teamviewer menu-bar Extras you can also setup a VPN connection to access the Settings
Editor or Express Web Tools for that device.
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Important: NEVER click on during a remote session the option: Extras — Remote Update and
confirm with Yes. Because this will automatically launch the Teamviewer update process on
your controller and it will cause the controller to crash!!

To close the session click on the Teamviewer menu-bar on the X.

Setting up a Remote Assistance OpenVPN Session

Request your customer to enable Remote Assistance on the control panel of the device or in the
express web tools

As soon as Remote Assistance is enabled on the device the Remote Assistance icon on the Océ
Remote Service Dashboard becomes enabled.

.__> —
f—
Click on the active Remote Assistance icon and the remoteassistance.exe download window appears.

In Internet Explorer click on Run (Two times)

A DOS box appears indicating that a connection is being established to the device.

% ' OpenVpn session =

ndow to disconnect.

% ' OpenVpn session =] B f -
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Afterwards a web browser is launched on your PC and the Express WebTools will appear.
When the session needs to be terminated first dis-allow Remote Assistance in the Express WebTools
and afterwards close the DOS box.

Important consideration for OpenVPN:

For OpenVPN to function correctly it needs to run under Local Administrator Rights. So arrange with
your local IT that your windows credentials have the Local Administrator Rights or store the
RemoteAssistance.exe application first, right click on the application and use the ‘Run as’ option to
start the application under a different user-id that does have Local Administrator Rights to the PC.

Setting up a Fastviewer Remote Assistance Session

When the Océ Remote Service Dashboard detects that the Configuration Details page is opened for a
Fastviewer supported device type the Remote Assistance button will be automatically enabled and
when clicked on the Fastviewer application is downloaded to the client. Click on Run to start the

Fastviewer application.

Authorization for Fastviewer is handled by the CP organization.

page Océ Remote Service Dashboard for Dealers

37142 version 2.5.0



R4 - Public

Pending Data Requests

This Tab is mainly meant to view all outstanding data requests posts and to monitor the DRS itself.

The screen will contain the following information:

Service w®
Organization
CML (Canon
Nederland)
CNL (Canon
Nederland)
CNL [Canon
Nederland)
CNL (Canon
Nederland)
CNL (Canon
Nederland)
CNL {Canon
Nederland)
CNL {Canon
Nederland)
CNL (Canon
Nederland)
CDE [Canon
Deutschland)
CNL {Canon
Mederland)

Show closed requests

Request type

Start Logging
Synchronization

Synchronization

Start Logging
Synchronization

Synchronization
Start Logging
Synchranization
Start Logging
Synchronization
Start Logging
Synchronization
Start Logging
Synchranization
Start Logging
Synchronization

Océ Remote Service

Pending data requests

(@ Creation ime

28-4-2015
23:05:24
28-4-2015
23:05:24

28-4-2015
23:05:24
28-4-2015
23:05:24
2842015
23:05:24
28-4-2015
23

28-4-2015
22:35:23

@

ation~ Docs & Tools My profile

Poll allowed @) Expiration @ Status
tme time
28-4-2015 e
S 28-4-201523:35:24 | New
e 28-4-2015 23:35:24 | New
23:05:24
28-4-2015
o8 a0 2842015233524 | New
23:0
28-4-2015 5 .
-4-2015 23:35:24
e 28-4-201523:35:24  New
28-4-201523:35:24 | New
2842015 :
28-4-2015 222 '
e 28-4-201523:35:24 | New
28-4-2015 >
8-4-2015 23:35:24
iy 28-4-201523:35:24 | New
2842015
.4-2015 23:3
e 28-4-2015 23:35:24 | New
28-4-2015 e o
S 28-4201523:35:24  New
28-4-2015 S
-4-2015 23:05:23 i it
o 28-4-2015 23:05:23 | PailTimeou
M 10

® Configuration

type

VPISCS

VPISCS

VPISCS

VPISCS

VPISCS

VPISCS

VPISCS

VRISCS

VPISCS

VPISCS

! Serial number

4]

931000101

931000104

0

=

931000103

931000101

4]

Log off

<,

A CANDS EOMPANY

® ITsystem @®

DRS Scheduler
DRS Scheduler
DRS Scheduler
DRS Scheduler
DRS Scheduler
DRS Scheduler
DRS Scheduler
DRS Scheduler
DRS Scheduler

DRS Scheduler

Service Organization
Request Type
Creation Time
Polled Allowed Time

Status

Configuration Type (In case of I-base match display I-base Config Type else Océ Remote Service
Device Type identification from machine)
Serial Number
IT System — where the request originates from (DRS Scheduler or DRS Dashboard)

Show Closed Requests Checkbox
When checked all requests (within History Parameter) including closed and or expired requests will be

displayed.
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Océ Remote Service Administration

The Site Admin role for dealers can perform the following Administrative Task:
e Meter Readings — query Océ Remote Service for Meter Reads and download them

Meter Readings

The Site Admin user has the option to perform a query for display or download of the most recent
Meter Reads, per service organization, for a certain combination of a device type and serial number
range, and or for all connected devices.

Océ Remote Service
Home Search Pending data requests Does & Toals My profile

Download meter readings

Service Organization [ = Serfal number from

Device type CS039XXT1 v Serial number to

The Show button allows the counters to be displayed on screen if more than 100 devices are found
the application will proceed to download the CSYV file instead of showing the result on the screen.
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Service & Support Settings
Dealer Visibility Setting

The Site Admin can define in this section what the visibility of his Site will be in relation to the Canon
Supporting Service Organizations.

Restricted Visibility over
Reseller's MIF — Only

Setup Reseller Service Organization Visibility for Device
Canon Setup ORS Site Admin for Reseller Shared with Canon or
Setup ORS S&S Users for Reseller Resellers that enable
A Setup TSM access for Reseller MIF Visibility for Canon
y N

}

5 - I - Reseller on the highest
Reseller Machines in Field Visibility Switch level determines the

¢ allowed Visibility for
Canon on its connected

ORS Site Admin manages E’e\llcijcl?/IsI‘F(;VIaChineS In
Canon visibility over his e
Parent Visibility
Man:;eend bylslla:seuer— + == Reseller entire installed base Single Devi .
ingle Device can be

Customer : N N
comecteq [ required for Device | dealer or also with

devices

Reseller's Only SOID of Reseller shared with another
soiby
Registration in ORS Canon

Device Service Data Collection without Reseller Information

Single Device can be
Aways Visible | Reseller shared with another
for Parent Subsidiary | resarerssus—|dealer or also with
Customer Canon
connected
soibz devices

Océ Remote Service

Service & Support settings

All machines in field visible for Canon (i ]

Shared service partner registration

+

Service organization Name @ Code @®
Dealer £ 0001-0200 ]ﬁ[
Dealer Z 0001-0010 ]ﬁ[
Dealer B 0001-0198 ]ﬁ[

When the “All machines in field visible for Canon” checkbox is checked it allows Canon to see the
remote connected devices serviced by that Dealer.
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The service and performance for the devices are still collected by Océ Remote Service and processed
in the back office without the Dealer’s Site information.

Shared Service Partner Registration

Sometimes it is the case that a Dealer acquires a customer service contract expanding multiple
geographical locations, this is referred to as an Inter-territorial Service Contract. In some cases the
Dealer may not be able to ensure the expected response times when devices are located in remote
places and or where they do not have service technicians in the vicinity and in these cases they will in-
source service from another Dealer Organization that is located closer to the target devices.

In order to share a device with another Dealer the Site Admin or Fleet manager must first register the
other Dealer as a Shared Service Partner by using the other Dealer’s Service Organization ID and
Verification Code.

Add Shared service partner

Service organization code 0001-0123

Verification code ijfl
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Docs & Tools

In this section relevant information about Océ Remote Service can be found and downloaded. Canon
can post documents and supporting tools in this area.

Océ Remote Service

Documents & Tools

Name @| Caregory @ Description ®| Modifed @
= 2942015
ORS IT White Paper Draft | General English Only! s [
o
ORS - User Manual General This document describes the features available in the Océ Remote Service Dashboard and how to use these features 1;;“ ;314 £ 3
Z n T 0 v

If an attachment is present you can click on the Download Attachment icon to download the file.

My Profile

In this section a user can select his/her preferred language for the Océ Remote Web Portal.

Océ Remote Service

Home Search Pending data requests Administration~ Docs & Tools My profile \-%

My profile

Service Organization name HQ
Service Organization 1D 0001
Verification code 484
Language

Please select v

Time zone {UTC+01:00) Amsterdam, Berlin, b4

The user can also set the time zone preference for the Remote Service Dashboard. All time
references in the Dashboard will be displayed in this local time.

The Service Organization Name, Service Organization ID and Verification Code for the user’s Service
Organization are also displayed in this Tab. Field Service Technicians that need to configure the
Service Organization ID on a new machine can always logon to Océ Remote Service, Go to their My
Profile and view their Service Organization information.
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